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INTRODUCTION

Trust centers and their role in the age

of the Internet

The Internet has transformed our world. Business processes in the
public administration and the private sector are increasingly going
digital. Trends, such as cloud computing and the mobile Internet,
are revolutionising communication.

The legislator is fostering this trend further. By 2020, for instance, the
European Commission aims to banish paper invoices completely
from business life. Electronic ID cards, like the new German ID
card, are to make online transactions easier and more secure for
citizens, companies and government authorities.

For this to work, secure IT structures are needed along with clear
standards that are implemented by as many players as possible.
Independent authorities will also be needed to verify during a
transaction, for instance, whether the parties involved are credible
and trustworthy. With its D-TRUST trust center, Bundesdruckerei
has one such authority for both public and private-sector partners.

D-TRUST not only develops high-security products for the elec-
tronic signature on behalf of Bundesdruckerei. With its eID Service,
it also provides one-stop solutions for modern ID management in
conjunction with the online functions of the new ID card. Unlike
many other trust centers, D-TRUST serves many sectors and as an
accredited certification service provider fulfils the strict require-
ments of the German Act on Digital Signature.

This pocket guide will give you an insight into the comprehensive
range of legally secure, flexible and interoperable high-security
products offered by Bundesdruckerei’s trust center. The following
pages will reveal just how trust centers work and their practical
benefits.



SECTION__1
IDENTITY AND
COMMUNICATION

There are certain conditions that have to be
fulfilled in order to make communications
secure — in both the analogue and digital world.
Reliable identification is just as important here

as is protection against unauthorised access.

Who is this person with whom I am about to do business? How
can I be sure that he really is who he claims to be? Even in the days
of analogue communications, people asked themselves how com-
munication could be made secure and reliable. Seals, code words
and secret transport channels were formerly used in an attempt
to make communications secure and to protect confidential mat-
ters from prying intruders. Today, in the age of the Internet, secure
communications are reaching a completely new dimension: Now
that business partners no longer come physically face to face and
billions of documents are sent via the web, new mechanisms are
needed and trust center services have become vital.

The first element and the basis of any form of secure communica-
tion is unambiguous identification of the partners involved. Unlike
the flexible roles which people assume in everyday life as employ-
ees, mothers or users of an Internet offering, identity is the founda-
tion of a person’s individuality. A person must first unambiguously
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identify themselves before they can assume rights and obligations,
apply for tax numbers or social services or travel to other countries.
Anyone wishing to open a bank account, for instance, must iden-
tify themselves according to the Money Laundering Act and the
German Tax Code by presenting their ID card at the bank or by using
the Postident method. Only when the identities of the parties
involved have been established beyond doubt can legal security be
guaranteed and it is this legal security that guarantees reliability.

Up to now in the analogue world it was possible to reliably verify a
person’s identity through the physical presentation of an ID docu-
ment. On the Internet, however, this is no longer sufficient. A copy
of an ID card sent as a PDF file could be a forgery. The recipient is
never certain whether the holder of the ID card is in fact the person
with whom they are communicating via the net. In order to verify
identities in the virtual world, i. e., to identify a person on the Inter-
net, high-security IT solutions and so-called personal certificates
like those provided by trust centers are needed. A person’s identity,
their affiliation to a certain organisation, their role in this context —
all of these features can be reliably checked using certificates.

FROM THE HANDWRITTEN TO THE
ELECTRONIC SIGNATURE

There is still one more element needed for many of the transactions
carried out on the Internet: the legally binding agreement of the
parties involved. If a contract is made, a third party must be able
to see that the parties do in fact agree to the subject matter. From
the early Middle Ages, a seal served as proof of consent and, in
modern times, the handwritten signature became the legally valid
declaration of consent. Each signature must be seen to be unique,
clearly state a name and document the identity of the signer. In
cases of doubt, it is only seen to be valid if positioned below a
declaration to which the signer has agreed and if the reader can
decipher it. The digital signature that replaces the handwritten
signature on the web will often meet these criteria even better
than its analogue counterpart.

Whether online or offline, secure communications also require
confidentiality and protection against forgery. It must be guaran-
teed that a message sent from the sender to the recipient cannot be
intercepted or even tampered with. While criminals in days past



held up post coaches in order to gain access to valuable informa-
tion, today, they intercept insufficiently protected e-mails to gain
access to bank data, for instance. In order to protect information,
relatively simple secret languages were once used where letters of
the alphabet were substituted by others. More complex techniques
are used today. Encryption methods based on highly complex
mathematical calculations, for instance, ensure that confidential
messages are protected against unauthorised access. Certificates
are also used here to document that information has not been
forged and is still valid. The methods employed by trust centers
provide effective protection against misuse attacks.

Secure communication on the Internet is still not a matter of course.
A good 70 percent of Germans are worried about transactions on
the Internet due to the fear of identity theft, for instance.! Many
companies are unable to set up their own reliable systems for veri-
fying identities. Trust centers are doing a lot to ensure that the
path into the digital future is a smooth one for all: They mirror the
elements of secure, analogue communications in the digital world
and thus create trust.

FIGURE 1: SECURE ELECTRONIC IDENTITY

ANALOGUE WORLD DIGITAL WORLD

- Border traffic . - eGovernment
- Police checks eldentity
- Public agency traffic eBusiness
- Business processes

Requirements: A trustworthy issuing authority

Traditional ID card Future elD card
- Trusting that security features are forge-proof - Trust in the verification authority
- Degree of recognition of the document - Secure data transmission and processes

- Protection of personal data
- Technical infrastructure

— Limited data control + Full data control
All personal data is optically read Only data approved by the citizen
from the document can be read

9__ Section 1

- Business processes /

SECTION___2

THE TRUST CENTER
AND ITS WORKING
ENVIRONMENT

Trust centers are trust anchors. They create
security through complex interaction between
certificates, electronic keys, signatures and

biometric security features.

LEGAL BACKGROUND

Trust centers are experts in managing digital identities. They serve
as the trust anchor in the digital world by reliably confirming the
identity of individuals who do not know each other and by securely
managing the related data. Basically speaking, any company can
decide to set up their own trust center or certification authority for
internal processes. However, when it comes to offering other com-
panies and private individuals certification services, the company
is required to register with the Federal Network Agency as the
supervisory authority. The approval procedure, which up to 2001
was a mandatory requirement, can now be carried out as voluntary
accreditation. Companies that successfully complete this proce-
dure receive a certificate that confirms the special security of the
signatures offered and of the pertinent IT infrastructure.

D-TRUST, Bundesdruckerei’s trust center, has been accredited by

the Federal Network Agency and as one of the few trust centers in
Germany provides its solutions for many different sectors. Moreover,

10



D-TRUST fulfils the high requirements of the German Act on Digi-
tal Signature. This act also refers to trust centers as “certification
service providers” which is more than just a difference in wording.
Anybody who operates according to the rules laid down in this act
issues qualified certificates, qualified timestamps, if necessary, and
fulfils a broad range of security requirements. Bundesdruckerei
also issues authorisation certificates via D-TRUST. Service provid-
ers need these certificates so that their customers can use the on-
line ID function and the qualified electronic signature function of
the new German ID card. With its so-called eID Service, the com-
pany also provides powerful services that enable communication
with the chip of the new German ID card. Sections 5 and 6 explain
how to apply for the respective certificates and how to gain access
to an elD service.

CORE BUSINESS: CERTIFICATES AND SIGNATURES

Generally speaking, trust centers issue different types of certifi-
cates. Server certificates, for instance, are used to encrypt commu-
nication channels, to validate service providers and to unambigu-
ously identify oneself to customers. They are available as so-called
gateway or group certificates. They allow companies to send signed
and, when necessary, encrypted e-mails via a common address, a
so-called group alias. The company is registered in the certificate
as the holder and hence as the sender. Gateway certificates are usu-
ally valid for up to three years and are relatively expensive to use.
In order to apply for such a certificate, a so-called server request
(CSR file) is needed.

Another type of server certificate are so-called SSL certificates.
They secure communications with a web server application or a
web server and authenticate the operator of an Internet site. A
small lock and the abbreviation “https” in the address line show
users that an SSL certificate is being used. If the browser addi-
tionally displays a green address line, this means that the server is
secured by a so-called EV SSL certificate. This has helped to boost
the level of security significantly in recent years. Anybody wishing
to apply for an SSL certificate must clearly identify themselves so
that illegal offerings can be prevented from the very beginning.

So-called personal certificates are the second product group that is
very important when it comes to understanding what trust centers
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do. These certificates are supplied either as a soft token or stored
on a signature card and are linked to a specific person. As a soft
token, they are used to encrypt mails, to identify their holder on
Internet portals and to generate signatures. Signature cards are
even more secure than soft tokens. Users of these cards addition-
ally need special software. The operating systems and the chips
used in the cards differ from one trust center to the next.

An individual key pair is assigned to every certificate. This pair
comprises two matching electronic keys. The public key appears on
the certificate and identifies the holder to other parties. The coun-
terpart to the public key is the private key which should only be
known to its legitimate holder. It is usually protected by a pass-
word or a PIN. The interaction that takes place between these two
keys together with the verification authority, i.e., the trust center,
is referred to as the public key infrastructure (PKI) - a system that
allows electronic certificates to be issued, distributed and checked.

In contrast to models like the “web of trust” or improvised solu-
tions, such as rating portals, a PKI features a hierarchical structure.
In hierarchical terms, the trust center is like an independent judge,
quasi presiding over a host of users, and, as the sole authority with-
in this complex, is entitled to verify identities. In the “web of trust”
on the other hand, a network of mutual confirmation is designed
to ensure security. Rating portals require that users trust the votes
submitted by other anonymous users in order to assess the reliabil-
ity of a service provider. Both of these models lack an independent
authority to check identities and are hence clearly inferior to the
trust center solution.

Personal certificates based on a PKI fulfil one special function
during transactions in the digital world: They are needed to gener-
ate electronic signatures. They can be attached as a kind of elec-
tronic seal to the contents of a message and hence electronically
sign the contents in this way. In order to avoid any legal difficulties,
only the signer is technically able to create his personal signature.
Just like in analogue, written communications, there must be a
clear reference to both the creator of the electronic signature as
well as to the contents of the message. Once all of these condi-
tions have been fulfilled, electronic signatures guarantee much
greater reliability than handwritten signatures which are relatively
easy to manipulate. What’s decisive, however, is that the trust
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center within the PKI system must have a tried-and-tested
security concept with high-quality security components. An elec-
tronic signature is only as secure as the system within which it
is generated.

FIGURE 2: HIERARCHICAL PKI VERSUS WEB OF TRUST

HIERARCHICAL PKI SYSTEM WEB OF TRUST

Trust center

ASYMMETRIC AND SYMMETRIC ENCRYPTION

Some of the methods used to generate the keys assigned to per-
sonal certificates already date back to the 1970s. The most famous
and widely used asymmetric encryption method was developed
in 1977. It is called RSA after mathematicians Ronald L. Rivest,
Adi Shamir and Leonard Adleman who developed the method at
Massachusetts Institute of Technology (MIT). Up to now, there has
never been a successful attack on a correct RSA implementation
that meets with the latest requirements. This is why Bundesdruck-
erei relies on this asymmetric encryption method for its D-TRUST
signature products.

As described above, a private key and a public key are generated in
this case too. These keys complement each other, hence the term
asymmetric. If information is to be sent, the information is signed
using the sender’s private key. This is checked at the recipient end
using the signer’s public key. The trust center issues the individual
key pairs, links them to an individual’s identity and keeps such
data permanently available. The personal certificates thus created
are then delivered either as a file or on storage hardware, usually a
smart card or a signature card. This method has nothing to do with
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the encryption of messages in order to protect them against unau-
thorised access. Although this is in fact possible with asymmetric
methods, other cryptographic methods are used here.

From a technical perspective, the electronic signature method with
asymmetric encryption works as follows:

> In order to generate a signature, a kind of checksum, the so-
called hash value, is first generated from the data to be signed.
This value is as unique as a fingerprint and represents the docu-
ment in a very unambiguous manner. However, it is impossible
to use it to reproduce the document itself.

> The signer encrypts this unique hash value using his unique
private key. This results in the signer’s personal electronic
signature or personal seal which is attached to the data. Any
change in the hash value generated during signing hence can-
not go unnoticed.

> The document and the signature are sent together to the re-
cipient. The recipient does not need his own key pair in order to
check that the signed message is correct. All the recipient needs
is the sender’s public signature key.

> Once the message arrives at the recipient, the hash value is first
generated for the electronic document transmitted as plain text.
Next, the reader software uses the public key in order to deter-
mine the hash value of the signed message from the signature.
If both hash values match, this means that the contents of the
message have been transmitted correctly.

In order to clarify whether the signer of the message is in fact who
he claims to be, the reader software finally sends a request to the
trust center of the signature key owner. An automatic response is
issued indicating whether the certificate belonging to the key is
valid.

In practice, asymmetric encryption methods are frequently com-
bined with older symmetric encryption methods that are easier
to calculate and use. Those most widely used include the US Ad-
vanced Encryption Standard (AES), International Data Encryption
Algorithm (IDEA) as well as the Blowfish and Twofish methods.
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These all use a single key rather than complementary keys. This
means that in addition to the encrypted information or the en-
crypted hash value the single key also has to be transmitted to the
recipient, and this can pose a security risk. That’s why the more
complex asymmetric encryption methods are mostly used to safely
transmit the key for symmetric encryption and thus benefit from
the advantages of both methods.

BIOMETRIC METHODS

Signatures are one way to warrant secure identities in virtual
processes, however, they are not the only way. It is also possible
to authenticate individuals on the basis of their unique biometric
features. The new German ID card also contains biometric data.
The biometric passport photo on the front of the ID card, for
instance, is stored in digital form on the chip of the card. Citizens
can also have the data of two fingerprints additionally stored on
the chip in order to establish an even stronger link between the
ID card and its holder.

Biometric identification methods can be basically used almost
everywhere where an individual’s identity has a direct or indirect
role to play. However, the application and the possibilities to use
a specific biometric feature must be compatible with each other.
When it comes to certain authentication procedures, for instance,
access control to rooms, a system can rely completely on biomet-
ric features and authenticate individuals, for example, on the basis
of their fingerprints or using computer-based facial recognition. A
good solution is to combine biometric methods and certificates. In
this way, signature card users can be identified by their fingerprints
rather than using a PIN code. The fingerprint then serves as a kind
of key for accessing the personal certificate.
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SECTION__3
SIGNATURES AT WORK

Since the legal framework has been laid
down, public agencies and private companies
are increasingly using digital signatures.
Applications range from electronic files to

digital invoices.

THE FOUNDATION:
THE GERMAN ACT ON DIGITAL SIGNATURE

Up to just a few years ago, signatures were a niche product because
the legal situation was still not clear. The first German Act on Digital
Signature in 1997 did not contain any information about the legal
effect which electronic signatures were to have. As a consequence,
only a small minority chose to permanently use signatures in data
communications. With the EU Directive on a Community Frame-
work for Electronic Signatures, the European Union called on its
member states in 2000 to clarify the legal situation. Qualified elec-
tronic signatures were to be recognised in future in international
data communications and when used correctly certification service
providers (trust centers) were to assume liability. In 2001, the Ger-
man Parliament laid down the framework: The digital signature
was declared to be equal to the handwritten signature and it was
permitted as prima facie evidence in court. Since then, signature
users can rest assured that the signatures they use are legally valid.
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SIMPLE, ADVANCED, QUALIFIED:
SIGNATURE LEVELS

The definition of three different signature levels is one of the most
important demands of the German Act on Digital Signature:

> The legislator defines a simple electronic signature as electronic
data which is attached to other data and serves authentication
purposes. Examples include, for instance, scanned signatures or
the sender details of an e-mail. A simple signature is not pro-
tected against forgery. It can be copied by anybody and used for
purposes which the holder cannot control in any way:.

> The advanced electronic signature is generated on the basis of
cryptographic keys. It can also be verified and is exclusively as-
signed to the signature key owner. This ensures the unambigu-
ous identification of the owner. The advanced signature is also
generated using technical means that are controlled exclusively
by the owner. The signature must be linked to the data to which
it refers. In this way, any subsequent change to this data can-
not go unnoticed. This requirement is fulfilled, for instance, by
signatures generated with encryption programs, such as Pretty
Good Privacy (PGP) or GNU Privacy Guard (GPG).

> The qualified electronic signature is subject to even stricter se-
curity requirements. It not only comes with the features of the
advanced signature, it is also based on a valid, qualified per-
sonal certificate. This certificate is issued by a trust center and
assigns a personal asymmetric key pair to the owner. The signa-
ture is additionally generated in a secure signature creation de-
vice. The user can only activate this device when in possession
of the signature card and using the pertinent PIN code. That’s
why this device is very secure. Qualified electronic signatures
are always accredited by a trust center working in accordance
with the German Act on Digital Signature.

EQUAL BEFORE THE LAW

The law enabled the more widespread use of the electronic sig-
nature. Step by step, all the necessary rules were updated and
amended in order to put it on the same standing as the handwritten
signature. In 2001, section 126a on Electronic Form was included in
the German Civil Code. It defines that, apart from a few exceptions,
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Electronic data

- which is attached to or
logically linked with other
electronic data and which
is used for authentication

- which is exclusively
assigned to the key owner

- which enables identification

FIGURE 3: SIGNATURE LEVELS

Qualified electronic
signatures

- are based on a secure

qualified certificate which
was valid at the time the
signatures were created

- have been created with a

signature creation device

- are equivalent to hand-

written signatures

- are recognised all over

Qualified electronic
signatures with provider
accreditation

- verification and confir-
mation before the certi-
fication service provider
commences operation

- BNetzA operates the
TOP CA

- voluntary accreditation
according to section
15 SigG (German Act on
Digital Signature)

of the signature key owner Europe
- which is created with - notification of operation
devices which the signa- according to section 4 SigG

(German Act on Digital

ture key owner has under
Signature)

his or her sole control

- which is linked with the
data to which it refers in
such a manner that a later

change of the data will be
recognised

the handwritten signature on a text can be replaced by the qualified
electronic signature. In 2002, the Administrative Procedure Act
similarly amended the formal requirements in the public sector.
The law amending formal requirements and the new Code of Civil
Procedure additionally determined that the qualified electronic
signature can be used as prima facie evidence in court. This can
only be challenged by facts which justify serious doubt that the
statement was really made by the owner of the signature key. The
simple and advanced signatures on the other hand are still deemed
to be not absolutely binding as evidence. This means that the
respective court is free in its decision whether or not to recognise
them as evidence. In 2005, the Judiciary Communications Act created
the legal basis for use of the qualified electronic signature through-
out judicial authorities, including notarisation applications.

PRACTICAL EXAMPLES

Examples of electronic signature applications in Germany will be
described on the following pages. Some of these applications refer
to individual online transactions, others to securing an entire IT

18



system. They show how signature-based workflows can operate.
No examples are given here of the innovative applications that
have been made possible by the new German ID card. They could
open up a whole new dimension for media-consistent transactions
on the web. Section 6 contains more information on this.

FIGURE 4: LEGAL FRAMEWORK OF THE ELECTRONIC SIGNATURE

Code of Civil Procedure, Criminal Code, Tax Code,
Regulation on the Award of Contracts, Waste Disposal Records Ordinance

SIGNATURES IN THE ADMINISTRATION

The electronic signature has already become established at vari-
ous points in the public administration. Many agencies now receive
applications and exchange documents electronically, making proce-
dures more efficient and much easier.

Electronic tax return (ELSTER)

Since 1999, private individuals, companies and tax consultants have
been able to send their tax data via the Internet to tax offices every-
where in Germany. Tax registrations, returns or queries can now be
handled online. Almost all German companies now use the electronic
tax return, and the number of private users also continues to grow.

Reliability and discretion are vital in this context. The taxpayer must
be unambiguously identified and the data to be transmitted must be
encrypted, thus ruling out any form of misuse. ELSTER deliberately
resorts to pragmatic signature solutions and offers different secu-
rity levels for data authentication.

ELSTER is an excellent example of how all the parties involved benefit

from the new form of tax return: For staff at tax offices, this means less
time spent capturing data; for taxpayers, it means a much faster response.

19 ___Section 3

The pension account

The German Pension Insurance Association demonstrates that the
electronic signature even enables the transmission of confidential
information subject to special data protection requirements. In-
sured citizens can access their personal pension account online
when they identify themselves with their signature card. This
allows them to see how their pension insurance is developing or
to test various scenarios for their pension payments. All the infor-
mation is available in a matter of seconds.

Public invitations to tender

Public-sector procurements involve a great deal of red tape. These
formal requirements are necessary in order to ensure that the award-
ing of contracts is legally secure and fair, thus preventing corrup-
tion. So-called eAwarding simplifies many steps here and makes
the entire procedure much more cost efficient. The invitations to ten-
der are not only published on the Internet, they are in fact handled
entirely online. Confidentiality and legal security are top priorities.
All communications between the bidder and customer are signed and
encrypted before being transmitted. This also applies to the request
and transmission of all the necessary general contracting docu-
ments, such as bid submission, notices by the contracting office or the
awardingof the contract. Both qualified and advanced signatures are
permitted here. When necessary, additional electronic timestamps
are used. eAwarding is not a purely national issue, all tenders by an
EU member state involving a budget in excess of a certain amount
must be published Europe-wide. The goal pursued by the European
Commission is to have a fully electronic awarding process in place
throughout and to no longer permit an alternative paper solution.

The European Services Directive

The European Services Directive is currently being implemented in
Germany. The main goal of this directive is to eliminate red tape
that service providers have to comply with, to simplify access to
the service markets in all the member states and to hence promote
the cross-border provision of services in Europe.

The Services Directive demands that all procedures and formalities
be handled electronically and easily through a so-called “point of
single contact”. The point of single contact is a company service
through which service providers can obtain all relevant informa-
tion and deal with all administrative formalities.
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In Germany, the federal states are responsible for setting up these
points of single contact. The administrations in the federal states
and municipalities are currently in the process of implementing
these facilities through which service providers from all over Europe
can communicate electronically with the respective point of single
contact. These include not just document management systems, but
also solutions for signing documents electronically.

Electronic certificate of origin

Exporting goods to non-EU states requires a so-called certificate of
origin in which the local chamber of industry and commerce (IHK)
certifies the origin of the goods. In view of the fact that several
hundreds of thousands of certificates of origin are applied for each
year, a lean process is important. Since 2002, exporting companies
have been able to use the IHK “Electronic Certificate of Origin”
application to apply for their certificate online and, following
approval by the chamber in question, to print the certificate out
in their own office. In order to ensure the ultimate in security, a
qualified electronic signature is attached to the chamber data and

FIGURE 5: OVERVIEW OF THE IHK SIGNATURE APPLICATION
“ELECTRONIC CERTIFICATE OF ORIGIN”
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total 2,672 4,658 | 18,801 43,302 | 73,500 | 103,609 130,135 169,483 228,438
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the company data. Staff at both the exporting company and the
chamber sign the certificate of origin data electronically. The IHK
signature cards with the qualified electronic signature ensure that
all the information, including the sender’s address, is correct.

The electronic certificate of origin saves the company postage and
trips to the chamber. Plausibility checks also ensure that errors are
avoided. Templates and interfaces with in-house systems ensure
that the certificates of origin are supplied even faster. This service
by IHK is extremely popular. Since 2002, the number of certificates
of origin applied for online has been rising steeply each year. In
2010 alone, almost 230,000 online applications were submitted.

Electronic vocational education and training contracts

The electronic vocational education and training contract is
another element of the digital application service offered by
Germany’s chambers of industry and commerce. In an effort to
secure standards and protect employees, companies must register
their vocational education and training contracts with their local
chamber of industry and commerce. Since 2008, companies have
been able to do this conveniently on the Internet.

Emissions trading

Since 2005, companies generating larger quantities of carbon diox-
ide (CO2) have only been entitled to do so if they are in possession
of a corresponding number of emission allowances. These allow-
ances are assigned by the German Emissions Trading Authority on
the basis of an electronic application process. Companies can sell
and buy these certificates to and from each other.

Carbon emitters have no choice but to use the qualified electronic
signature. Plant operators and their experts are obliged to elec-
tronically capture the data to describe the CO2 emitting plants and
to send this data to the German Emissions Trading Authority after
authorising this data with their electronic signature. An alternative
paper-based process is not provided.

Electronic chain of custody record

The ordinance on the simplification of waste management super-
vision procedures came into effect in 2007 in Germany. This or-
dinance created the basis for the electronic handling of the chain
of custody record for hazardous waste. Since February 2011, this
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process with the qualified electronic signature has been manda-
tory for waste producers with their own disposal certificates, waste
transporters and waste disposers. The system offers many advan-
tages. The HGV driver can collect the waste and drive straight to
the disposal site. The computer system at the disposal site already
has the electronic custody record there. The supervisory authori-
ties, on the other hand, can send an e-mail request to inspect the
electronic files rather than paper documents. This makes the pro-
cess efficient and far more custody records can be checked.

Patent and trademark applications

Since October 2006, both companies and private individuals
can submit applications to the German Patent and Trade Mark
Office electronically with a qualified electronic signature for a
large number of intellectual property rights. This form of legally
valid online communication is open for patent, trademark and
utility model applications as well as European patent and PCT
patent applications. It can also be used for appeals and complaints
related to patent and trademark issues.

SIGNATURES IN THE JUDICIARY

Courts, attorneys-at-law and government agencies are increasingly
making use of the benefits of online communications. Electronic
legal communications speed up processes and boost handling
efficiency. The qualified electronic signature ensures legal cer-
tainty. The Federal Administrative Court and the Federal Finance
Court, together with the German Federal Office for Information
Security, have developed the “electronic mailbox for courts and
public administrations”. This mailbox knows the participating
public authorities and courts, and the signing and encryption of
messages are implemented as a default option.

The mailbox simplifies and accelerates workflows at the different
judicial interfaces:

> Attorneys-at-law and other parties to lawsuits can transmit
statements to all the participating courts and public authorities
in a legally valid, fast and secure manner (electronic file). The
sender is also electronically notified of delivery to other parties
to the lawsuit. The law firm can use a user name and password
to browse through the electronic file.
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> Since the introduction of the electronic commercial register,
courts and notaries public can also communicate electronically.

> Companies can now apply for a default summons online.

SIGNATURE APPLICATIONS IN THE PRIVATE SECTOR

Companies are increasingly relying on the digital signature be-
cause in addition to speeding up processes, it also enables them
to offer media-consistent offerings which provide their customers
with considerable added value. These electronic processes must
guarantee outstanding security. This requires unambiguous iden-
tification of the parties involved as well as legal validity.

Secure data transmission

More and more companies are sending important messages elec-
tronically to their customers. Information such as auditing details,
credit notification or personal data is being exchanged between
the different sites of a company. Collaborating companies are han-
dling their procurement and logistics processes via common web
portals. All of these transactions require the ultimate in security
and discretion. The sender must be clearly identified and it must
be certain that only authorised users have access — irrespective of
whether the data is sent per e-mail or FTP. It is hence important that
confidential information always be encrypted and signed using
certificates.

elnvoicing

Several million invoices are sent out every day in Europe. For the
most part still on paper even though there is a clear trend towards
electronic invoicing. That’s because this considerably cuts printing,
distribution and postage costs. Using electronic invoices also re-
duces the cycle times of book-keeping processes at public agencies
and private companies.

The European Commission is also a supporter of this develop-
ment. The Commission is hoping to see paper invoices completely
gone from business by 2020. This, however, requires an extremely
secure process design not just to protect the contents, but also
because the government must prevent VAT fraud wherever possi-
ble. Turnover input tax can only be deducted when the authenticity
and integrity of online invoices with the issuer’s qualified electronic
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signature can be proven.? Moreover, the recipient must electroni-
cally archive the invoice received along with the signature verifica-
tion result for ten years.

As part of the Tax Simplification Law, Germany’s government will
in fact suspend the signature requirement beginning in summer
2011 although talks are currently still underway to find an adequate
secure alternative. Each company is to be allowed to decide for itself
how it wishes to guarantee the authenticity of the origin of the invoice,
the integrity of its contents and its legibility. According to the law, this
can be achieved through in-house control processes which create a
“reliable verification path” between the service and invoice. But what
exactly the German finance administration believes to be a reliable
verification path remains to be seen. That’s why those companies who
continue to use a qualified electronic signature will be on the safe side.

eBanking/online banking

Bank transactions are among the mostly frequently used applica-
tions on the Internet. According to a survey by the high-tech asso-
ciation BITKOM, almost 26 million Germans regularly use online
banking.? Whilst convenience is the main factor for many private
users, companies often want to handle their bank transactions
quickly. All bank websites on the Internet are secured with the
Secure Sockets Layer Protocol (SSL). This ensures that data
entered via the user’s PC keyboard is protected and the bank’s
server can be identified as authentic.

SIGNATURES AND MULTI-FUNCTIONAL PERSONAL
DOCUMENTS

Citizens today have a host of personal documents, such as ID cards,
driving licences, credit cards or health insurance cards. That’s not
to mention membership cards, office ID cards and travel cards.
These cards often feature chips which store data about the holder
along with various functions. With an office ID card, for instance,
an employee can log onto the computer system and also pay in the
canteen. Just like the data printed on the cards, the stored data and
functions must also be protected against forgery and misuse.

Office ID cards

Today’s working world is largely steered by electronic processes.
Office ID cards fitted with chips detect when an employee enters
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or leaves the company, which rooms, applications or data of a com-
pany an employee is authorised to access and how an employee
authorises business documents. These cards can even be used by
employees to pay for lunch in the canteen. It may make sense to
attach an advanced or a qualified electronic signature to the ID
card, depending on how the card is used. If many employees of a
company or public authority are to be given an electronic signature,
the organisation should introduce its own public key infrastructure
(PKI) with the support of a trust center. In this way, certificates can
be tailored precisely to the individual requirements. Trust centers
also manage the professional administration of rights. Since 2008,
for instance, the Federal Office of Administration in co-operation
with Bundesdruckerei has been supplying all government agen-
cies with office ID cards which meet with a host of different re-
quirements. These cards allow staff to pass through access control
points, to use time recording systems and to sign electronically.
Bundesdruckerei’s trust center provides the entire public key infra-
structure, including signature cards, certificates and servers.

SIGNATURES AND OFFICIAL ID DOCUMENTS

ID cards are subject to special rules. Bundesdruckerei, which
manufactures all German ID documents, produces them in a high-
security environment and together with its D-TRUST trust center
ensures the management of electronic IDs on an outstanding tech-
nical level.

The biometric passport

German passports have featured a digitally signed personal cer-
tificate on a chip since 2005. In addition to the personal data and a
digital photo, two fingerprints have also been stored on this chip
since 2007. Extensive security measures ensure that the chip cannot
be read without the holder’s knowledge or by unauthorised parties.
The biometric passports are integrated into a so-called dual-stage
public key infrastructure (PKI). The first level of this structure is a
government operated, top-level certification authority, the Country
Signing Certification Authority (CSCA) which supplies the pub-
lic key. Document Signers (DS) form the second level. They issue
the ID documents to citizens. The CSCA in Germany is operated
by the Federal Office for Information Security (BSI) which com-
missioned Bundesdruckerei with the technical implementation of
the CSCA.
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The new ID card

The new German ID card, which has been available since Novem-
ber 2010, also comes with a chip that additionally stores in digital
form all the information printed on the card. The online ID func-
tion and the optional qualified electronic signature (QES) are card
functions that make online transactions more user-friendly and
secure. What makes this ID card so unique is that it is part of a
complex, high-security system. Section 6 describes precisely how
the card works and what’s special about the security architecture.
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SECTION__ 4
THE PATH TO THE
ELECTRONIC SIGNATURE

From the application to actual use: In order to
be able to use certificates and electronic signa-
tures with ease, certain ground rules must be
observed. Users need the right equipment and

can call on experts for advice.

APPLYING FOR CERTIFICATES

When applying for a certificate, different requirements must be
taken into consideration, depending on the type of certificate
needed. In order to receive group or SSL certificates, for instance,
a server request (CSR file) is required with the following details:

> CN* - Common Name
Host name and/or sub-domain name and the registered domain
name (latter is mandatory), e.g. www.samplecompany.de or
information.samplecompany.de or samplecompany.de

> O - Organisation

Name of the organisation submitting the application, e.g. Sample-
Company GmbH

*____SSL certificates can only be used on servers that use the full common name that
was stated in the application.
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> OU - Organisational Unit (optional)
Department or organisational unit, e. g. Financial accounting

> S - State
German federal state, e. g. Brandenburg

> L - Locality
Place, e.g. Sample Town

> C - Country
ISO country code, e.g. “DE” for Germany

In the case of personal certificates, there are different classes to
choose from, depending on the purpose. In the case of class-I
certificates, for instance, which are usually sufficient for e-mail
signatures, identification on the basis of an e-mail address suf-
fices; in the case of class-II certificates, a copy of the ID card must
be presented. In order to obtain class-1II certificates, applicants
authenticate themselves using the Postident method.

When it comes to Bundesdruckerei’s D-TRUST signature cards
which contain both a qualified and an advanced certificate, the
ordering party’s data is also verified using the Postident method.
There are three different versions of the signature card: the standard
D-TRUST card, the D-TRUST express card, which is produced
within 24 hours, as well as the D-TRUST multicard. D-TRUST
application forms are available on Bundesdruckerei’s website and
can be completed on the applicant’s PC. The following documents
must be submitted with the application:

> A signed copy of the ID document (in the case of ID cards, a
copy of both the back and front of the card)

> If signature cards are to be used as part of work for an organisa-
tion, confirmation of affiliation to such organisation is required,
along with an extract from the commercial register or other
proof of the company’s name

> If a profession is to be recorded in the certificate of the card:
confirmation of the professional attribute by the respective ap-
proval office (only possible in the case of registered professions
and with a valid licence).
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Anybody who wishes to receive comprehensive advice about the
application procedure can contact the signature service offered by
the chambers of industry and commerce. This service is available
throughout Germany and applicants can also have their identity
confirmed there. More detailed information about the eID function
can be found in section 6.

Once all the personal data required for a personal certificate has been
received, this data is supplemented in the trust center by a key pair and
then digitally signed with the private key. In this way, the signature
is permanently linked to the personal data and the resultant personal
certificate is stored on the signature card. At the same time, the Light-
weight Directory Access Protocol (LDAP) is used to store the public
part of the certificate in the trust center’s repository service on a high-
security server, so that the public key can be later confirmed when
requested. It is only the customer’s public key which is retrieved,
the private key remains secret on the customer’s signature card.

Like most trust centers, D-TRUST sends the card and PIN letter
separately by post to the customer. Soft tokens, on the other hand,
are usually sent as files by e-mail while the pertinent PIN letter is
also delivered by post to the customer. The only exception are sig-
nature cards, which like the D-TRUST multicard, enable multiple
signatures. In this case, delivery by the “Postident-Spezial” service
is mandatory under the Act on Digital Signature. Furthermore, the
law also requires that users of electronic signatures be informed in
writing about their use. This information can be easily downloaded
from Bundesdruckerei’s website.

FIRST STEPS: THE EQUIPMENT

As soon as the signature card reaches the customer, he confirms in
writing that he has received the card and that he has read the infor-
mation about its use. The card is only now released. The customer
can now put his card into operation using the initialisation soft-
ware for first-time use that is available free of charge, for instance,
from Bundesdruckerei’s website. The customer also needs:

> Signature software, either for individual or for mass signatures
which should come with a manufacturer’s declaration or, even
better, certificate. This software is usually included in the signa-
ture card’s scope of delivery.
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> Middleware may also be needed to enable communication
between the e-mail program and the signature card.

> An eight-digit PIN to trigger the signature.

> The personal unblocking key (PUK) which can be used to un-
block the signature card after the PIN was entered incorrectly.
The PUK is only known to the customer and the trust center has
no record whatsoever of the PUK.

> A reading device, preferably approved by the Federal Office for
Information Security, or a class-III reader with its own keypad.
This provides even greater protection and, in the case of insuf-
ficiently protected computers, ensures that the PIN number en-
tered cannot be read using spyware.

THE USER’S OBLIGATIONS

The electronic signature acquired by the user is protected twice
over: On the one hand, the user must be in possession of the signa-
ture card in order to use the signature and he must know the PIN.
Compared to the requirements placed on trust centers, the German
Act on Digital Signature demands relatively little of signature
users. They are only permitted to use signature software which
meets special criteria specified by the Federal Office for Information
Security so that legally valid signatures can be generated. All that’s
needed here for recognition in a court of law is a manufacturer’s
declaration or an official examination or confirmation letter.

Since every individual signature can be assigned to the sender in
person who, in case of doubt, can be held accountable in a court
of law, the holder should always store the signature card in a safe
place. The card itself and the pertinent PIN, which the holder should
never make a note of, are best kept by the holder and should never
be used by several individuals. The signature owner bears full
responsibility not just for the use of the card and data, but also
for their loss and possible misuse. If the card is stolen, the holder
must have the card immediately revoked by the revocation service
of the respective trust center. The computer on which the signa-
ture card is used must also be adequately protected against viruses,
Trojans and all other types of malicious software. This is the only
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way to ensure that the comprehensive protection which the trust
center offers for communication with signature cards can truly
come into effect.

THE APPLICATION:
SINGLE AND MULTIPLE SIGNATURES

How exactly does one sign with a qualified electronic signature?
There is more than just one answer to this question. That’s because
signature methods can vary, depending on which signature appli-
cation is used and whether a single electronic document or a whole
series of files is to be signed.

If single files are to be signed, the user first opens the respective
application. If the signature is to be seen as a declaration of intent,
itis important that the data to be signed is displayed. The signature
user thus knows that he is only signing what he sees. The signature
application then prompts the user to insert the signature card into
the reader. The user enters his personal PIN and this triggers the
signature. Once this procedure is completed, the user usually re-
ceives confirmation, e.g.: “Signature successfully generated”.

Signatures are also often used when huge amounts of data
have to be processed and stored in very standardised processes,
such as invoicing by large companies. In cases like these, special
multisign signature cards can be used to sign multiple files simul-
taneously while entering the PIN just once. Protection against
misuse is extremely important here. If an unauthorised party
sends huge numbers of forged letters using such a certificate, this
could result in enormous damage. That’s why multiple signatures
require signature servers that have special technical and physical
protection.

Multiple signatures can be generated using two different methods:

> Batch signatures
With batch signature methods, users use special software in
order to simultaneously sign multiple files on their computer.
The user inserts the multisign card into the reader, enters his
PIN just like when using a single signature, and thus triggers
the signature for the entire batch of documents.
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> Server signatures

If a particularly large number of documents has to be signed, the
mostly automated server signature method is recommended.
In this case, the documents are stored in an “in” folder. A
special signature server then collects the files from this folder,
signs them and moves them to the “out” folder where they are
then available for automatic further processing. One signature
per second can be created with one card. In the case of large
quantities of data, it is possible to use a card rack in order to
use several signature cards at the same time and thus accelerate
the signing process. The owner of the signature should always
retain control over this process.

VERIFICATION OF SIGNATURES

When a person receives a signed document, they recognise this, for
instance, by the seal symbol that is attached to the e-mail. Signed
files frequently have the PK7 or P7S suffix for widely used signature
formats. The recipient does not need his own signature equipment
in order to check whether the signature is genuine or not. All he
needs is so-called reader software which is available free of charge
from suppliers of signature software. What’s important here is that
the reader software must be compatible with the signature applica-
tion software of the sender who created the signature. The recipi-
ent starts the reader software and uses it to open the signed file.
The software uses the sender certificate and its public signature
key to check the integrity of the contents and whether the signa-
ture is still valid. If large quantities of data are to be checked, the
process can be automated and controlled by a server.

VERIFICATION ACCORDING TO THE CHAIN
OR SHELL MODEL

Each time a personal certificate is checked, the signature of the
issuing trust center attached to the personal certificate must also
be checked. That’s why personal certificates also contain the cer-
tificates of the issuing certification authority (CA). This can be
checked using either the chain model or the shell model. The
requirements on the shell model are extremely high: This model
requires that all certificates of the certificate path are valid at the
time of verification. If a trust center discontinues its operations,
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the CA certificate is then no longer valid — this also applies to
all personal certificates ever issued by this trust center. The
shell model can hence mean considerable expense and work in
practical use.

This is why the German Act on Digital Signature specifies the
use of the so-called chain model for qualified electronic signa-
tures. In this case, a check is carried out to determine whether a
certificate was valid at the time the assigned private key was used,
i.e, when a signature was created using this key. The advantage
of this method is that certificates can also be checked which were
issued by trust centers that have been shut down in the meantime.
As specified in the Act on Digital Signature, it is irrelevant whether
these trust centers still exist or whether their CA certificates have
been since revoked.
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SECTION__5
THE TECHNOLOGY
IN DETAIL

Trust centers use authorities and services in
order to register applications, generate keys and
to produce and administer keys. Comprehensive
backup systems protect them against system

failure or theft.

CERTIFICATION AUTHORITY FOR EVERYONE

The work of a trust center is characterised by clear-cut structures
and must meet with strict legal requirements. This is what makes a
trust center a “certification service provider” that is licensed to offer
its services to a host of institutions. In order to create and manage
certificates and the pertinent key pairs, the trust center itself must
either perform or control a host of services, including registration,
key generation, certificate production and the related management.

THE REGISTRATION AUTHORITY: ENTRANCE GATE
FOR CUSTOMERS

This authority can be seen as the customer entrance gate to the
trust center. The registration authority forms the central interface
between users and the trust center as the operator of a trustwor-
thy PKI. It is the only part of the trust center that communicates
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with the outside world. All the other parts are strictly shielded in
a sealed-off, high-security environment. A person applying for a
qualified electronic personal certificate must first disclose their
identity to the registration authority, usually in the form of an
official ID document. If the certificate is also to contain attributes,
such as affiliation to a certain organisation, proof of this must also
be presented. This also applies if a professional licence to work as a
doctor or notary public is also to be documented on the certificate.
In order to make it easier for its customers to apply for electronic
signatures, Bundesdruckerei, through D-TRUST, provides large
institutions with their own registration authorities on site. Trained
by D-TRUST experts, the customer’s staff there can accept signa-
ture applications simply and quickly. An online registration work-
place is another option that additionally speeds up processing.

THE KEY GENERATOR: SECURITY THROUGH
ALGORITHMS

One of the core tasks of the trust center is to create the comple-
mentary public and private keys that are used for the PKI method.
Each key must be unique so that it can be assigned to the person
whom it represents. As described in section 2, the keys are
generated through the asymmetric cryptographic algorithm used.
Two random large prime numbers are calculated for the RSA algo-
rithm. These are used to generate both the private key and the
corresponding public key data. The private key which is needed for
the electronic signature should never leave the secure signature
creation device because otherwise signatures could be generated in
other names. It is practically impossible to calculate the private key
from the public key. In order to ensure that this remains so, trust
centers are continuously working on enhancing the key material
so that they can keep up with progress in processor technology.
Bundesdruckerei with D-TRUST was the first German trust center
to offer its customers certificates with a key length of 2048 bits.

THE CERTIFICATION AUTHORITY: THIS IS WHERE
THE CERTIFICATE IS MADE

When the registration authority has verified the certificate data,
it sends this data to the certification authority. The certification
authority confirms in the personal certificate that the individual’s
identity was first checked according to certain rules and that this

36



personal data is linked to an asymmetric key pair. The validity of a
personal certificate is always limited because key lengths which are
considered to be secure today could be obsolete in five years’ time.

A personal certificate in the PKI model always complies with the
international X.509 standard. This standard was issued by the
International Telecommunication Union (ITU) and is recognised by
the International Organization for Standardization (ISO). Certifi-
cates that comply with this standard have a precise structure and
contain the following, mandatory fields:

> Version
The version of the X.509 certificate format. Version 3 is the cur-
rently common version.

> Serial number
The serial number of the certificate. Every issuer must ensure that
he provides certificates with an unambiguous serial number.

> Algorithm identifier
The signature algorithm used by the certification authority to
produce the certificate.

> Issuer
The name of the certification authority which generates and
signs the certificate.

> Validity
The term of validity of the certificate; periods of time before or
after certain dates are specified using the “not before” and “not
after” restrictions.

> Subject
The name of the certificate holder.

> Subject public key info
The public key of the certificate holder.

Extensions are also foreseen so that a maximum amount, for in-
stance, can be defined on the certificate. The holder can then sign
for up to such amount. Professional functions can also be recorded
in additional categories.
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REVOCATION LISTS AND OCSP: PROTECTION AGAINST
INVALID CERTIFICATES

The trust center must be able to say at all times whether a certificate
is still valid or has already expired. To do this, the trust center sets
up certificate revocation lists which are also structured according
to the X.509 standard. These lists contain a record of all certificates
that already became invalid before they expired. The user at home
can use their signature application program and an online connec-
tion with the trust center in order to access these lists. Trust centers
always revoke certificates:

> when someone reports their signature card to be lost.

> if it is very likely that the signature algorithm used is old and
hence no longer secure. Every year, the Federal Office for
Information Security (BSI) publishes an up-to-date crypto-
graphic algorithm catalogue with a list of algorithms that can
be regarded as secure.

> when the name of the company for which the certificate holder
works, or any other information contained in the certificate, in-
cluding attributes, has changed or when somebody no longer
works in a profession stated in the certificate.

> when the certificate is no longer needed for the original purpose,
for instance, because somebody has left the company and the posi-
tion is hence no longer filled for which the certificate was needed.

> if the certificate holder no longer fulfils the contractual obliga-
tions stated in the trust center’s General Terms and Conditions.

Revocation lists alone, however, are not sufficient for qualified ver-
ification. If legally binding certificates are to be verified, the Online
Certificate Status Protocol (OCSP) is usually used. If we regard
the signature of the trust center as a safety belt in the verification
process, then this client-server protocol can be seen as a kind of
airbag. This allows the current status of a certificate to be identified
without any difficulty. The OCSP client establishes the connection
to the server and then sends an OCSP request for a certain certifi-
cate to the OCSP responder. The OCSP responder sends an OCSP
response with the current status of the certificate - the answer is
either “valid”, “invalid” or “unknown”.
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THE REPOSITORY SERVICE: A PUBLIC KEY HOOK

The repository service in a PKI acts as a kind of “key hook”. This
is where the trust center publishes the public keys of its personal
certificates when the respective holders have agreed to such publi-
cation. The most widely used service is a repository service based
on the Lightweight Directory Access Protocol (LDAP). This proto-
col can be easily accessed, it is simply structured and hence very
well suited to this kind of application.

If a certificate is missing in a repository service, there may be sev-
eral reasons for this: Either the holder of a personal certificate did
not agree to its publication, the certificate was not yet released or it
was issued by another trust center.

The repository service and the revocation lists must be perma-
nently available so that signature verification can run smoothly.
D-TRUST, Bundesdruckerei’s trust center, ensures this with IT
systems that are protected several times over against failure. This
guarantees that signatures can be validated at all times and with-
out any difficulty.

THE TIMESTAMP SERVICE: IMPORTANT FOR DEADLINES

Electronic timestamps make it possible to prove that certain data
was available at a certain point in time. In combination with the
electronic signature, timestamps prove that their creator warrants
that the signed document existed at the time stated. This addi-
tional function is particularly important when deadlines have to be
adhered to in commercial or legal communications. The time-
stamp service uses a client-server protocol (Time Stamp Protocol,
TSP) and is hence very simple to use. Via a client-to-server con-
nection, the TSP client sends a timestamp request with the hash
value of the data to be time-stamped to the TSP responder of the
trust center. The TSP responder supplements the hash value by
adding the current time, signs this data and returns the timestamp
thus generated to the client (timestamp response). Qualified time-
stamp services like those provided by Bundesdruckerei through
its accredited certification service provider D-TRUST use the
“legally valid time” to produce timestamps. This requires a
connection to an official time signal transmitter. In Germany,
for instance, such a transmitter is located in Mainflingen near
Frankfurt am Main.
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PROTECTED AGAINST THEFT AND FORCES
OF NATURE

When it comes to ensuring that all of the services described above
are secure and that the trust center can guarantee permanent
availability, a comprehensive security concept is needed that meets
with all the legal requirements. This concept must be submitted
in writing for approval to Germany’s Federal Network Agency as
the responsible authority. The concept is then released by a body
licensed under the Act on Digital Signature, such as TUV Infor-
mationstechnik GmbH (TUVIT).

The German Act on Digital Signature specifies in detail the
elements which such a concept should contain. A general overview
is provided here:

> Functional description
Does the trust center fulfil the criteria for certification
service providers and does the trust center itself at least
offer identification, registration, key certification, revoca-
tion and repository services? What other services does it offer,
such as a timestamp service? What is delegated to service
providers?

> Structural measures
Is the trust center physically secure? How is it built, how are
power supply and fire protection guaranteed? How is the trust
center protected against intrusion and theft?

> Product portfolio
Which products does the trust center use to create qualified
electronic signatures? Do these products meet the requirements
of the Act on Digital Signature?

> Organisation and workflow
How do the processes work technically at the trust center?
How are the technical components managed in the network?
How exactly is the actual certification process designed?

> Contingency plan
What does the trust center do to ensure that operations
continue when there is a power failure or other emergency
situations?
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> Staff
Do staff at the trust center have the knowledge, experience and
skills required by the Act on Digital Signature? How does the
trust center verify their competence and reliability? What do
the job descriptions and requirement profiles look like for those
working at the trust center?

> Role concepts
For which procedures have detailed handling instructions been
drawn up? How are staff trained in this? Which tasks are carried
out according to the principle of dual control?

D-TRUST, Bundesdruckerei’s trust center, was set up in the pro-
tected environment of Bundesdruckerei’s high-security printing
building. Extensive access control, surveillance systems and access
procedures prevent any unauthorised access. System availability
and protection against disruption of operations are also ensured
on a permanent basis. In 2003, TUV Informationstechnik GmbH
(TOVIT) honoured D-TRUST as one of the most secure trust centers
in Germany. In the building security category, D-TRUST was given
a rating of “very good”, the best rating in all of Germany.

DATA PROTECTION IS TOP PRIORITY

For trust centers, guaranteeing security also means handling the
personal data entrusted to them with the utmost care.

Data protection legislation requires that a certification service pro-
vider only capture personal data directly from the citizen. Such
data must also be restricted to the data needed to create a qualified
certificate and for the repository, revocation and information ser-
vices. Any additional information for any other purpose may only
be captured when the citizen has explicitly agreed to this. This also
applies if the trust center intends to request a person’s data from
a third party. If, for instance, the medical association is to con-
firm that the trust center customer, who wishes to have “doctor”
included as his profession in his certificate, is in fact a doctor, the
customer must consent to such request.

Special data protection rules must also be considered when a

public agency requests information regarding a pseudonymised
certificate. The trust center is only permitted to issue information
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if a criminal act or offence is suspected or if a threat to public
security has to be warded off. The trust center is also obliged to
disclose data if the agencies for the protection of the constitution,
the Federal Intelligence Service, the Military Counter-Intelligence
Service or the tax authorities require such data in order to per-
form their statutory tasks. This also applies if courts order that the
identity of a signature key owner has to be disclosed. Trust centers
must document such information in writing. The authorities in-
form the citizen concerned that his data has been transmitted to
them.

LIABILITY AND PROVISION FOR SUFFICIENT COVER

Every user must be able to rely on the information contained in a
qualified certificate, a qualified timestamp or a validity request. If
a certification service provider or trust center violates the legal re-
quirements, if its signature products or any other technical security
devices fail, third parties can use this to claim damages. However,
the trust center must have acted culpably for it to be obliged to
compensate. They are also liable for the acts of third parties com-
missioned by them in the same manner as for their own acts. This
is the reason why trust centers are obliged to take out suitable in-
surance and maintain the means to meet with their legal obliga-
tions. For customers, this means that in the unlikely event of dam-
age, they can rest assured that everything will be handled correctly
and fully by the trust center.
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SECTION___6
NEW DIMENSIONS IN
elD SERVICE

The new German ID card is opening up many
perspectives for digital communication. With
the elD Service, trust centers are securing the
use of the online ID function and the qualified

electronic signature.

IDENTITY PROTECTION - 1IN THE REAL WORLD
AND IN THE VIRTUAL WORLD

The new German ID card produced by Bundesdruckerei has been
available since November 2010. Just like its predecessor, this ID card
can also be used simply as photo ID. The online ID function and
the qualified electronic signature (QES) are two new applications
which make online transactions more convenient and secure for
users. What’s unique about the new ID card is that it is integrated
into a complex and highly secure eID system architecture that
is provided by Bundesdruckerei’s D-TRUST. This architecture
ensures that the parties to online transactions can mutually
authenticate themselves — and that service providers or users who
have no valid certificates cannot use this secure system.

The heart of the new ID card is an integrated contactless security

chip with a memory capacity of more than 100kb that is embedded
deep inside the card between several layers of plastic. Apart from
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the signature, the chip stores the information visible on the front
of the card as well as the data of the machine-readable zone on the
back, along with a digitised biometric passport photo. The holder
can also have two fingerprints stored on the chip, thus establishing
an even stronger connection between the ID card and its holder.
The ID card is protected against misuse in a number of different
ways. Nobody can read the chip without permission. Any attempt
to manipulate it makes the electronic ID function unusable.

THE ONLINE ID FUNCTION AND THE QUALIFIED
ELECTRONIC SIGNATURE

The new ID card is the first widely used, standardised ID document
in Germany which citizens can use to identify themselves on the
Internet. Just like a conventional personal certificate, the online ID
function is also based on the holder’s personal data. What’s new,
however, is the way in which this data is accessed. While a conven-
tional certificate is usually only used to generate digital signatures,
the online ID function is used to send verified personal data to an
authorised online service. This function allows users to authenti-
cate themselves to public agencies or on commercial web portals
with personal data, such as their name, address and date of birth,
without having to complete complicated forms. A large part of the
many user names, passwords and PINs which users have to memo-
rise today are no longer needed. People can now be unambiguously
identified and verified — something that was previously impossible
on the Internet without signature cards. Users always remain in
control of their own data because they themselves decide which
data categories are to be released for the transaction. When it comes
to completing a transaction, only the minimum requirements must
be fulfilled. A user who does not wish to send any other data cate-
gories can prevent this with a simple mouse click. Many companies
and public agencies have come to appreciate the benefits of the on-
line ID function and have included this in their offering. One of
the pioneers here is the insurance company Gothaer Allgemeine
Versicherung. Since November 2010, their customers have been able
to use their new ID cards to apply for motor insurance or to register
a car more easily.

The qualified electronic signature as an additional option allows

users to sign contracts online in a legally binding manner, to issue
power of attorney or to submit applications to government agencies.
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An additional signature card is no longer needed. The new ID
card is like a multi-functional key to the online world. The QES is
being used, for instance, in a pilot project in the federal state of
Hesse where the administration is issuing citizens with ad-hoc
signatures, free of charge, for certain online applications. These
fully-fledged signatures which are only temporarily valid for a
selected transaction can be requested and stored on the new ID
card by a click of the mouse.

EQUIPMENT FOR THE NEW ID CARD

Citizens decide if and how to use the online functionalities of their
ID cards. All they have to do is have these functionalities acti-
vated at their ID card office. They also need special hardware and
software in order to read the data stored on the chip and a certifi-
cate that can be obtained from a certification service provider like
D-TRUST.

STARTER KIT FOR ID CARD HOLDERS

> PIN: This is received by the ID card holder as a transport PIN.
The card holder must then select a new PIN to replace the trans-
port PIN.

> PUK: This unblocking number is used to unblock the card after
the PIN was entered incorrectly three times.

> Disable password: A simple word which the ID card holder
must communicate to the revocation hotline or the ID card of-
fice in order to have the ID card disabled.

> Reader: This comes as a basic, standard or advanced version,
preferably approved by the Federal Office for Information Secu-
rity. An advanced reader is needed in order to use the qualified
electronic signature.

> Certificate: Citizens obtain this from a certification service
provider, such as D-TRUST, in order to generate the qualified

electronic signature.

> Signature PIN: This is needed in order to electronically sign a
document using the qualified certificate.
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> AusweisApp: Driver software which enables the ID card and the
computer to communicate with each other. It can be downloaded
free of charge from: www.ausweisapp.bund.de.

If a company or government agency wishes to integrate the func-
tions of the new ID card into their Internet offering, they must fulfil
clearly defined requirements pursuant to section 21 of the German
Identity Card Act and prove this in writing. One precondition for
authorisation is, for instance, that the applicant must be a lawfully
operating supplier who does not trade in address data and who
complies with data protection regulations.

STARTER KIT FOR SERVICE PROVIDERS

> Authorisation: This is granted by the Issuing Office for Authori-
sation Certificates, a unit of the Federal Office of Administration;
in addition to a voluntary self-declaration regarding data protec-
tion, proof must be furnished that the data which the service
provider wishes to read is in fact required for his service; valid
for a maximum of three years.

> Authorisation certificates: Are issued to service providers who have
received authorisation and who enter into a provision agreement
with a certification service provider, such as D-TRUST, Bundes-
druckerei’s trust center; valid for just a few days, these certificates
are automatically renewed if there is no suspicion of data misuse.

> eID Service: This service is provided by a high-security com-
pany with whom service providers can enter into an agreement;
together with the authorisation certificate, makes it possible to
read the data stored on the ID card chip.

> SAML 2.0 token: Security Assertion Markup Language, the
standard for the secure exchange of authentication and authori-
sation between domains; enables statements which an eID Ser-
vice provider uses to grant access to certain services; the SAML
token contains the ID card information and is made available to
the service provider for further use.

> Token certificates: These certificates allow the service provider

to access the elD Service; the service provider’s pertinent private
key is known to the service provider alone and the eID Service
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key is only known to the eID Service provider. The SAML 2.0
tokens are signed with these keys and then encrypted for the
recipient. This hence establishes a second individually secured
connection within the SSL tunnel.

> SSL certificates: Secure Sockets Layer; a security protocol that en-
ables secure data transmissions on the Internet (refer to section 2);
these certificates are acquired by service providers from a CSP
in order to encrypt communications with users of their website.

eID SERVICE AS A VIRTUAL HOST

Bundesdruckerei with its D-TRUST trust center has extensive expe-
rience in the management of digital identities. This makes the com-
pany predestined to offer an eID Service. Apart from the ID card
itself, the AusweisApp driver software, the authorisation certificates
and the security protocols, this service is the central component
of the new security architecture that surrounds the new national
ID card. The eID Service integrates all the other components and
enables citizens and service providers to communicate with each
other and to complete business transactions on the basis of the on-
line ID function of the new ID card. In Germany, only companies
whose security measures fulfil the very high requirements of the
Federal Office for Information Security are permitted to offer such a
service. The eID Service handles the entire communication with the
ID card chip and ensures that the related certificates of both the ID
card holder and the service provider are always up to date. This ser-
vice is hence a type of virtual host who lays down the rules for his
guests and provides them with rooms in which they can get together.

The advantage of an eID Service, like the one offered by Bundes-
druckerei, is that service providers do not have to invest a lot in
order to set up their own structures when they wish to make use of
the attractive functions of the new ID card. They can, for instance,
use the eID Service to verify the age of a customer ordering alcohol
from them on the Internet, or to have a person’s place of residence
confirmed in cases where delivery of certain goods is permitted to
certain countries only. This service makes it possible to fulfil the
legal requirements of the Law for the Protection of Children and
Youths or the Money Laundering Act in a swift and simple manner:
no change in media, quick and cheap. That’s because the structures
are already in place with the new ID card.
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TECHNICAL WORKFLOWS AND SECURITY MECHANISMS

The heart of the eID Service is the eID server, a hardware and soft-
ware system that controls smooth communication between the ID
card holder’s PC and reading device and the service provider. It
transmits and manages the service provider’s authorisation certifi-
cates, checks the authenticity of the chip in the new ID card and
reconciles revocation lists. The eID Service has two interfaces: the
internal interface, which complies with the BSI’s eCard API Frame-
work (TR-03112) and enables the exchange of information with the
ID card, and the external interface that supplies the data stored
on the chip to the service provider with an internationally stan-
dardised token (SAML 2.0 Assertion).

Various protocols and methods protect the personal data on the
chip and also check its authenticity and make it forge-proof. The
contactless interface between the ID card and the reader deserves
special mention here.

The Federal Office for Information Security has specified the fol-
lowing protocols and measures:

> PACE
Password Authenticated Connection Establishment
PACE access control ensures that the contactless chip in the new ID
card can only be read after the six-digit PIN has been entered.
This PIN is only known to the card holder. PACE also ensures
that the chip data is encrypted for transmission to the reader.

> EAC

Extended Access Control

EAC comprises the Chip Authentication (CA) and Terminal
Authentication (TA) sub-protocols. These are executed together
with PACE and Passive Authentication (PA). CA establishes a
secure connection to the chip and recognises cloned chips. TA
protects the sensitive data of the new ID card against unauthorised
access. Thanks to TA, the chip only releases the data after the
reader has confirmed authorisation to read certain data.

> PA
Passive Authentication
PA checks whether the data on the contactless chip is genuine or
not. Only Bundesdruckerei has been officially commissioned by
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the Federal Ministry of the Interior to store data on the new ID
card. During production, Bundesdruckerei signs the data using
the so-called document signing certificate. This, on the other
hand, is signed with the Country Signing Certification Author-
ity certificate (CSCA certificate) of the Federal Republic of Ger-
many as the country issuing the ID card. When the new ID card
is being read, PA allows the chip signature to be checked and
tracked back to the CSCA certificate.

> RI

Restricted Identification

RI protects data by automatically generating pseudonyms for an
individual chip and a certain online provider. This pseudonym
allows the service provider to recognise the chip without access-
ing the personal data. Since RI creates individual pseudonyms
for each service provider, this means that service providers can-
not compare alias names and hence cannot exchange informa-
tion about the user.

REVOCATION MANAGEMENT WITH THE
eID SERVICE

Revocation management comes into play when unauthorised par-
ties attempt to use a lost or stolen ID card on the Internet or at
passport control. In order for this to work, the holder must imme-
diately report the loss to the ID card office. In addition to recording
that the ID card was lost in the ID card register, this office also
notifies the police and the operator of the global revocation list at
the Federal Office of Administration. The revocation information
is made available to the operator of the Authorisation Certification
Authority who then passes on this information in individualised
form to the eID Service operator. The eID Service then makes this
revocation information available to the service provider. If the
original holder of the ID card also uses the qualified electronic
signature function, i.e., if he has used a signature certificate, he
must also have this revoked by his certification service provider.

In the interest of data protection, the new ID card — unlike other
customary smart cards — is not revoked via a chip-specific pub-
lic key. Instead, the operator of the Authorisation Certification
Authority uses the global revocation list to generate an individ-
ual revocation list for each service provider — and compares this
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FIGURE 6: SYSTEM OVERVIEW
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with the revocation feature that is already automatically read out
when the online ID function is used. In this way, ID cards can be
effectively revoked without the need to store personal data in a
central register. This means that the eID Service not only protects
a citizen’s right to informational self-determination, it also protects
both citizens and service providers against economic damage.

The dialogue that takes place between business partners, for
instance, when the online ID function is used, is as follows:

1. A user wishes to open an account online. His online ID function
has been activated, the AusweisApp software is installed and the
reader is ready to operate. On the bank’s website, the user sees
that the bank offers authentication with the new German ID card.
The certificate displayed shows that with the user’s consent the
bank can access the following data categories: family name and
first name, date and place of birth, address and place of residence
verification.
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2. The user is now prompted on the screen to identify himself for a
request to open an account using an ID document with the online
ID function. The user then places his ID card on the reading device
so that the data on the integrated chip can be read.

3. Even before the reading process begins, the eID server, as the
intermediary between the user and the service provider, checks
whether the bank has the authorisation certificate needed to re-
quest the data.

4. A mask appears on the user’s PC with the data requested by
the service provider. The user de-selects the information which he
does not want to disclose and by entering the PIN, he releases the
data for transmission to the eID server. The data is read from the
chip via connections that are secured with PACE and EAC and is
securely transmitted to the service provider in an SAML 2.0 token.

5. The process is now completed for the user. He removes his ID
card from the reader and sends his request by a click of the mouse.
Now, the bank can process the request and rest assured that the
identity of its potential customer is correct.

FIGURE 7: THE elD SERVICE

1 Query to the service provider
2 Passing on to the elD Service

3 |dentification and data retrieval

4 Return of data
5 Confirmation to the citizen &
business transaction
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SECTION__7
THE FUTURE OF
THE DIGITAL SIGNATURE

Politicians and scientists have come together
in various initiatives in order to create greater
acceptance for the digital signature. They are
looking to achieve standardised rules for Euro-

pean data traffic and electronic ID cards.

GERMANY: GOOD TIMES FOR SIGNATURES

In recent years, the conditions for using electronic signatures
have improved considerably. Both the administration and private
companies are now using a host of different signature applica-
tions (refer to section 3). Signature methods are mandatory for
certain administration procedures, for instance, emissions trading
in Germany, the chain of custody procedure or European calls for
tender. Experts forecast that in the medium term the digital sig-
nature will replace the handwritten signature in many processes.
This development is being fostered, for example, by the German
government’s eCard strategy adopted in 2005. This strategy aims
to harmonise the use of smart cards in eGovernment, eBusiness
and electronic legal communications. The new ID card is the most
important result of this strategy. With the eCard API Framework,
a technical guideline that was developed by the Federal Office for
Information Security, uniform standards have been established for
the infrastructure and use of new ID cards.
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PROMOTING ELECTRONIC SIGNATURES:
T7 AND TELETRUST

The T7 eV. association was set up in 1999 in an effort to promote
the use of qualified electronic signatures in particular. This work-
ing association of German trust center operators and certification
service providers is committed to achieving a more user-friendly
design for such signatures. The association provides an information
platform for this purpose that offers access to all public specifica-
tions and an overview of existing signature applications available.
T7 has additionally supplied the specifications for signature cards.
These specifications allow users to download electronic signa-
tures at a later point in time from the Internet and then load these
on to the new ID card, for instance. The IT security associa-
tion TeleTrusT Deutschland e.V., which was established in 1989,
has similar goals: The association, which now has more than
100 members from industry, science, research and the public
sector, is dedicated to generating trust in the use of ICT in an
open system environment and is determined to firmly establish
electronic signatures as a means of legal certainty. Both T7 and
TeleTrusT are important contact partners for the German govern-
ment and European institutions when it comes to co-ordinated
responses by German trust centers to technical issues related to
the Act on Digital Signature and the use of the signature. Backed
by the Federal Ministry of Economics and Technology, these two
associations also developed the so-called Industrial Signature
Interoperability Specification Mail Trust Standard (ISIS-MTT
Standard). This standard ensures that application components and
services in ID management are much better harmonised today
than a few years ago.

INTERNATIONAL INITIATIVES

On an international level, there are many institutions committed
to electronic signatures. Since 2004, for instance, Comité Européen
de Normalisation (CEN) and the European Telecommunications
Standards Institute (ETSI) have been working on requirements
for future standards. The business sector, government agencies,
along with technical and legal experts are all involved in this
development. The goal is to define binding standards, not just for
European certification service providers, but also for signature
generation and the verification process. ETSI standards are now
already in place for electronic signature formats and qualified
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certificate profiles. There are also other standards which must be
observed by certification service providers as issuers of qualified
certificates.

However, there are still some issues which must be resolved be-
fore electronic signatures can achieve a break-through in interna-
tional data communications. There is still no European regulation
that specifies which measures must be taken when a certification
service provider discontinues its operations. There are consider-
able differences in the algorithms used to generate signatures. And
there is still no consensus regarding the best way to design trust-
worthy certification authorities (CAs). The German model is one
option in which a root authority supervises trustworthy CAs. The
so-called bridge CA is another option where CAs mutually recog-
nise each other.

Outside Europe, there are many countries also working with signa-
tures. Signature laws and applications exist in the US, Argentina,
Brazil, Peru, Uruguay, Russia, Turkey, India, China, Malaysia and
New Zealand. However, solutions differ very much from country to
country. Up to now, only a few global basic standards have existed
based on PKI technology, most prominently the X.509 basic format
of a certificate. This was developed by the International Telecom-
munication Union (ITU) and is recognised by the International
Organization for Standardization (ISO).

BREAK-THROUGH WITH THE NEW GERMAN ID CARD?

The new national ID card marks a paradigm shift for the use of
electronic signatures. Up to now, individuals applied to a trust cen-
ter for an individual signature card. Even large ID management
projects at companies or government agencies often remained lim-
ited to a rather small, clearly defined user group. Most German
citizens have not had any expericience with signature applications
up to now. With the new German ID card, users now have a multi-
functional ID card at their disposal. They can store personal cer-
tificates on this card at a later point in time. Cards and personal
certificates can be made available independent of each other and
this is making wider introduction much easier.

Germany, however, is not the first country to introduce electronic
ID cards. In 1999, Finland took the lead in Europe with its eID card
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and was soon followed by Belgium and Estonia in 2003. By the end
of 2011, citizens in an estimated 16 European countries will be able
to furnish eID. The new German ID card, however, marks a turn-
ing point. For the first time ever, a widely standardised electronic
ID document is available that meets with the strictest security
requirements and is hence ideally suited for use in digital com-
munications.

STORK: CROSS-BORDER DIGITAL COMMUNICATIONS

The EU’s STORK project (Secure idenTity acrOss boRders linKed)
aims to enable cross-border secure communications using elec-
tronic ID cards. In several pilot projects, for instance, citizens can
use their national ID cards for online access to government agency
services of other member states or to make use of the portals of
these countries for electronic service of documents. If these solu-
tions become established, this will give a new lease of life to the use
of the electronic signature in the private sector. In ten years from
now, furnishing digital ID on the Internet or signing documents
electronically will be completely normal everyday occurrences —in
much the same way as shopping online or eBanking are today.
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GLOSSARY

A

Act on Digital Signature

A law governing the framework conditions for electronic signa-
tures in Germany (briefly referred to as SigG), from 16 May 2001;
defines the rules for using electronic signatures and lays the foun-
dation for the introduction of the respective applications.

Advanced electronic signature

An electronic signature which pursuant to section 2 of the Act on
Digital Signature is exclusively assigned to the signature key owner
and enables identification of the owner. This must be generated
with means that are under the sole control of the signature key
owner; moreover, this signature is linked to the data to which it
refers in such a manner that any later changes can be detected.

Advanced Encryption Standard (AES)
A symmetric, freely available encryption method, also referred to
Rijndael algorithm; key sizes of 128, 192 or 256 bits.

Asymmetric encryption

A method that uses two different keys for encryption and decryp-
tion, without the possibility to determine one key on the basis of
the other.

Attributes

Extensions or restrictions in terms of type and extent which can be
included in the certificate, e.g. the licence to practice as a physician.
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AusweisApp

Special driver software that must be installed on a computer so
that the user can use the online ID function of the new German
ID card. The software enables the reader and the ID card to com-
municate with each other.

Authentication

a) Checking and confirming the identity of a person who is physi-
cally present or of an Internet user who has previously authen-
ticated themselves.

b) Proof of one’s own identity, for instance, through knowledge
(e.g. input of a PIN ), possession (presentation of an ID card) or
biometric features such as fingerprints.

Authorisation certificate

This certificate is issued to service providers who sign an individual
provision agreement with a certification service provider. These
certificates authenticate the service provider and provide him with
access to previously defined categories of data stored on the chip of
the new ID card. Authorisation certificates are only valid for a few
days and are regularly renewed unless data misuse is suspected.

Authorisation Certification Authority

This is operated by the certification service provider and imple-
ments the technical end of authorisation certificate issuing.

B

Biometrics

The measurement of quantitative physical features that enables
automated recognition. Important biometric features include, for
instance, an individual’s fingerprint, iris recognition, the face or
the signature.

Blowfish

A symmetric encryption algorithm that was designed as a block
cipher, i.e., works with data blocks. Can be used freely and always
has a length of between 32 and 448 bits.
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C

Certificate

Electronic certificates which were issued and signed by a certifi-
cation authority and which assign certain information to the
holder of the certificate. The most widely used certificate format
is X.5009.

Certificate revocation list
Contains information as to which > certificates were revoked by
the certificate holder or other authorised parties.

Certification Service Provider (CSP)

Also referred to as: Certification Authority (CA); a service provider
registered with the Federal Network Agency according to the Act
on Digital Signature, in the version dated 17 July 2009, and entitled
to issue qualified certificates or qualified timestamps.

Chain model

Validity model for electronic signatures which requires all the cer-
tificates of a certification path to be valid at the time a signature is
generated. The validity periods are arranged, one after the other,
like a chain.

Country Signing Certification Authority certificate

(CSCA certificate)

Contains the country code of the issuing agency. Part of the >public
key infrastructure and an important security element in electronic
ID documents.

E

eCard API Framework

Part of the eCard strategy adopted in 2005 by the German government;
includes simple and platform-independent interfaces. Is designed
to standardise communication between applications and smart cards.

elD server

A hardware and software infrastructure that enables communication
between citizens and service providers on the basis of the >online
ID function of the new ID card.
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Electronic signature

Electronic data used for >authentication, ranging from the non-
binding simple electronic signature, which is easy to forge, to the
very secure > qualified electronic signature.

Extended Access Control (EAC)

Extended Access Control for the data stored on the chip of the new
ID card in which different protocols are bundled.

H

Hash value
The unambiguous checksum of a document of any length; also
termed check digits.

Industrial Signature Interoperability Specification
(ISIS-MTT)

Joint specification by the TeleTrusT and T7 initiatives for elec-
tronic signatures, encryption and public key infrastructure (PKI).
Designed to create the foundation for international standardisation
and interoperability of signature applications.

International Data Encryption Algorithm (IDEA)
Symmetric encryption algorithm developed in 1990; a block cipher
with a 128-bit key.

Interoperability

The ability of different (IT) systems or components to work together,
in particular, to exchange data.

L

Lightweight Directory Access Protocol (LDAP)
An application protocol that enables the requesting and modifica-
tion of information stored in a repository.
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M

Manufacturer’s product declaration
Certification of a product manufacturer stating which require-
ments of the German Act on Digital Signature his product fulfils.

(0]

Online Certificate Status Protocol (OCSP)

This protocol makes it possible to query the status of a certificate
with a server or a so-called OCSP responder; is usually operated
by the certificate issuer.

Online ID function

The electronic ID function of the new German ID card allows
citizens to identify themselves for the first time with ID on the
Internet.

P

Passive Authentication (PA)

Checks the authenticity and integrity of the data on the contact-
less chip of the new ID card. The data must have been signed with
Bundesdruckerei’s digital document signing certificate.

Password Authenticated Connection Establishment (PACE)
A security protocol that protects the contactless security chip in the
new ID card against unauthorised access.

Personal Identification Number (PIN)

A personal identification number which is only known to the le-
gitimate holder and which a person uses in order to identify them-
selves to a machine.

Personal Unblocking Key (PUK)

An unblocking number for a signature card or the new national
ID card which is sent to the holder together with the PIN letter.
It is used to unblock the card or the >online ID function if the
card holder has accidentally entered the wrong PIN three times in
succession.
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Pretty Good Privacy (PGP)

An asymmetric encryption method developed in 1991 where the
authenticity of the public key is confirmed by the PGP user rather
than by a central certification authority.

Private key
The counterpart to the public key; is used to generate electronic
signatures and must be kept secret; usually protected by a pass-
word or PIN.

Public Key Infrastructure (PKI)
Refers to a system that can issue, distribute and validate digital
certificates.

Public key

The counterpart to the private key; is made available publicly, for
example, on a public key server. Is used to verify signed messages
from the owner of the public key.

Q

Qualified Electronic Signature (QES)

An electronic signature which, pursuant to the >Act on Digital
Signature is based on a qualified certificate that was valid at the
time the signature was generated and is generated by a secure
signature creation device. The QES is legally equivalent to the
personal, handwritten signature.

R

Reader

Part of the basic equipment needed in order to read data from sig-
nature cards or >the new German ID card. A class Il reader with a
keypad is required for signature cards.

Registration Authority (RA)

An authority where personal certificates are applied for; part of
a >public key infrastructure (PKI). This is where the applicant’s
identity is verified in order to ensure that only correct data will be
entered in the certificate.
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Repository service

Part of a >public key infrastructure. Is used to publish certificates
and their validity status in the form of certificate revocation lists
and OCSP responses.

Restricted Identification (RI)
A security protocol for generating chip-specific and user-specific
pseudonyms.

Root authority

The authority which grants a certificate as the first authority in the
security chain. In Germany, for example, this is the Federal Net-
work Agency in the case of certificates with provider accreditation.
This agency issues the certificates of the individual CSPs.

RSA
A frequently used asymmetric encryption method that is named
after its inventors: Rivest, Shamir and Adleman.

Shell model

A validity model for electronic signatures which requires all the
certificates of a certification path to be valid at the time a signature is
checked. The validity periods surround an end certificate like shells.

Security Assertion Markup Language 2.0 token (SAML 2.0 token)
A standard for the secure exchange of authentication and authori-
sation between domains. SAML assertions are statements which an
elD Service provider uses as a basis for granting access to certain
services.

Secure Identity Across Borders Linked (STORK)
An EU project that aims to establish an EU-wide platform for the
interoperability of electronic IDs.

Security protocol

Defined scheme of data sequences for communication between
a chip and a reading device. Security protocols, such as EAC or
PACE, ensure data protection, protection against forgery and the
authenticity of the data in the new German ID card.

62



Signature key

Pursuant to section 2 of the >Act on Digital Signature, unique
electronic data, such as private cryptographic keys, which is used
to create an electronic signature.

SSL encryption

Secure Sockets Layer; enables secure data transmissions on the
Internet. SSL certificates secure communication between service
providers and users of their websites.

Symmetric encryption

In contrast to asymmetric encryption, uses only a single key for
encryption and decryption.

T

The new German ID card

The new national ID card in credit-card format; equipped with a
security chip and available since November 2010. The card not only
serves as photo ID but can also be used as electronic ID on the
Internet.

Timestamp
Electronic data that can be used to prove the existence of certain
data at a particular point in time.

Trust center
Accredited > certification service provider.

Twofish

A symmetric encryption algorithm published in 1998, in the form
of a block cipher and with a block size of 128 bits and 16 rounds.
Key lengths of 128, 192 or 256 bits.
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FOOTNOTES

01 Security monitor by IT service provider Unisys, refer to:
http://www.unisys.de/about_unisys/presse10102701.htm
02 Refer to Directive 2001/115/EC on invoices

03____Refer to http://www.bitkom.org/de/markt_statistik/64034_63782.aspx
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