» ELECTRONIC OFFICE ID CARD

SECURITY FOR PUBLIC AUTHORITIES AND BUSINESSES

Combining classical photo ID with additional functions is no longer a problem with the electronic office ID card from

Bundesdruckerei. Whether time recording, electronic signature or payment functions for the canteen - a host of applications can
now be implemented. The basis is a multi-function security concept. The ID card comes, for instance, with a contactless and a
contact chip that enable a whole range of functions. The data is stored in the chip by an authorised officer at a public authority
or company, and personal data can only be read with the ID card holder's consent. The issuing authorities and companies define

the functionalities and infrastructural integration of the electronic office ID card.
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BUNDESDRUCKEREI SYSTEM PORTFOLIO

Administration Documents

Enrolment

Applications:

® Authentication

® \/isual inspection

® Time recording

® Access control

® Payment in the canteen
® Single SignON

® Encryption

® Integration of the electronic signature
Advantages:

 High functionality thanks to hybrid card technology (contactless and
contact memory chip)

® Long life and durability thanks to perfectly matched materials

® High level of forgery protection thanks to various security features and
tried-and-tested security printing

® Customised options, depending on functionality and security requirements

® Optimum integration into local IT structures thanks to a flexible concept
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Personalisation Issuance

Verification eTools & Mechanisms

www.bundesdruckerei.de

Properties:

Material, layout and security features:
® Durable polycarbonate, multi-layer design with security features integrated
into the card

e Security design and printing (rainbow printing, guilloches,
microlettering, etc.)

® High-quality optical security features with anti-copy and anti-scan elements
(e. g. kinematic, holographic structure, CLI)

e Centralised, forgery-resistant, optical personalisation in the card body
(with tactile elements and elements varying depending on the angle of view)
Chip and elD functions:
® |D1 card (credit card size)
® Hybrid technology:
- Contact chip for using the cryptographic functions:
- Authentication
- Electronic signature
- Encryption and decryption
- Storage of data objects (personal data, certificates, keys, etc.)
- Contactless chip for the following functions:
-Time recording
- Access control
-Payment in the canteen
® Multi-level security concept to protect and manage the data stored

e Standards including international directives and guidelines
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