» elD SERVICE

USER-FRIENDLY AND SECURE IDENTITY MANAGEMENT FOR
ONLINE SERVICE PROVIDERS
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The new ID card which will be launched in Germany in November 2010 will enable online service providers and citizens to
perform secure and legally binding transactions on the Internet. This requires an electronic ID card or the new German ID card
and the use of an elD service. Citizens can use the elD service in order to decide which personal information they want to send
to an online service provider via the Internet in order to buy a product. And online service providers can rest assured that their
online business partners are in fact who they claim to be. This is particularly important when buyers of certain products, such
as video games, must have reached a certain age. The elD service is a simple and secure way for buyers and online suppliers to

exchange their identification information.
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BUNDESDRUCKEREI SYSTEM PORTFOLIO

Enrolment Administration Documents

Applications:

Providers of online services: authentication and identification in
eBusiness and eGovernment

Advantages:

e Digital identities are verified in a legally secure manner

® Age verification fulfils all requirements of the German legislation to protect
children and minors

® Media-consistent identification — making former identification methods
(such as Postldent) obsolete

® High level of customer friendliness thanks to quick and anonymous login

Personalisation Issuance

Verification

eTools & Mechanisms

www.bundesdruckerei.de

Properties:

Service providers can use Bundesdruckerei's elD service to initiate the
verification of their online business partners' identity. No profound technical
knowledge is required for this. The interface is easy to integrate and uses
international standards. All German legal requirements are fulfilled.

HOW DOES BUNDESDRUCKEREI'S
elD SERVICE WORK?

Bundesdruckerei / D-TRUST
(elD service)

Citizen
(web browser)

Service provider
(web application)

—

. Citizen's inquiry (for instance, online
purchase of a video game)
(T 2. Transmission to Bundesdruckerei
3. Bundesdruckerei's elD service

performs the authentication process
and the citizen enters his or her PIN
in order to consent to the disclosure
of the data requested

(such as age, address)

4. Through the elD service,
Bundesdruckerei transmits the
authentication reply with the data
read to the service provider via the
citizen's web browser

5. The service provider confirms the
order and delivers the product ordered
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